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World Wide Web
«BcemupHaa naytuHay

«BcemunpHasa naytmHa» — nmuo coBpemMeHHoro VIHTepHera.
[TosiBrieHne aTon cnyxoObl caenano paboTy ¢
MHdopmMaLmen Nerkon u NPUATHOWN, NPUBIEKIO B pAabl
nonb3oBaTesie COTHU MUMTNIMOHOB NIOAEN.

OHa nosBornuna ceBa3atb B eAnHOoe Lenoe paspo3HEHHYHO
MHPOPMaLNIO, XPaHALLYIOCA Ha pa3HbIX KOMMbOTepax



O KOMMYHUKaLUAX U
TeNTIeKOMMYHUKaLUAX
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HblHeLLHee NoKosieHne LWKOMbHUKOB C
NMefieHOK MOrpyXeHo B BUPTYyalbHbIN
MUP MHMOPMALMOHHbLIX TEXHOMOMHU,
MHOIrMe 3HalT KOMMbLITEPLI nydlle
ydntenen. Ho 3TOT MUP MOSMOH He
TOSIbKO 3HAHWUM W OTKPbLITUKA, HO U
OMacHOCTEMWN.

[1. AzapoB
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WHpopmaLmoHHasn
Oe3onacHoOCTb

3awuTta
NHdopMaLnm
OT pPasfiNyHbIX
BO3OENCTBUA



[lepumetp
Oe3onacHoOCTH




KynbTypa
MeaunanoTpeodneHus

Kponotnueasi paboTta no 3anpety
OOCTYyna K pecypcam CeTu
NHTepHeT, cogepKalinm
BPEOOHOCHbIA KOHTEHT, HE MOXET
NONHOCTbLIO 06ecnevYnTb
NHGOPMaLMOHHY0 6e30NacHOCTb
Bam n Bawwumm getam, noCKOSbKY,
Korga 6nokuMpyellb O4HW KaHanbl,
OTKpbIBAKOTCA Apyrne




¢©» POCKOMHAL130P

AKTUBHaA rpaxaaHckas no3uuua

- MHpopMauuto o cnocobax, MeTogax paspaboTKn, N3roTOBIEHNS U UCTMONb30BaHUS
HapKOTUYECKMX CPEACTB, MCUXOTPOMHbIX BELWECTB, MecTax Ux NpnobdpeTeHuns -
Marepuarbl C NOPHOrpadoM4yecknMmn n3odpaxeHNAMmn HeCoBEPLLEHHOSTETHUX U (MIN)
00bSABNEHNN O NPUBIIEYEHNN HECOBEPLLUEHHOSETHMUX B KAYECTBE UCMNONHUTENEN AN
y4yacTus B 3pENULLHbIX MEPOMNPUATUSX NMOPHOrpadnyeckoro xapakrepa;

- MH(popMauuto 0 criocobax coBepLleEHNSI CaMOyOUNUCTBA, a TakKe NPuU3bIBOB K
COBEPLLEHNIO CaMOYyOUNCTBA;

- MHCbopMaUUIo, MO OpraHn3aLmMn 1 NPOBEAEHNID HE3AKOHHbIX a3apTHbIX UMP

- MH(bopMaUUIO, coaepXKallyto NPeanoXeHna 0 PO3HUYHOW Npogaxke
OVNCTaHLUMOHHBbIM CNOCODOM ankorofbHOW NpoayKumn



Meawna-uHcpopmMaLMoOHHaA
rPaMOTHOCTb

dopmmpoBaHMe y MONMOAOro NOKONMEHUS crneayrLwwmx KOMNEeTEeHUNNA:

- TEXHMYECKasi KOMMETEHUMS (3aLlumMTa KoMMbloTepa U raakeTos,
KaHanoB CBSI3U, NporpamMMHoOro obecneveHus);

- NH(bopMaUNOHHAaA KOMMEeTeHUUSA (3aLlumnTa oT MHOPMAaLMOHHOIO
neperpysa, oueHka 4OCTOBEPHOCTN UCTOYHUKOB MH OpMaLnn 1
HOBOCTEN, MOUCK MH(popMaLUnN B CETN);

- KOMMYHMKaTMBHAaA KOMMNETeHUUS (3aLlunTa oT bynnnHra, HaBbIKU
NO3NTUBHOIO ODLLIEHNSI B CETU, KNDEPKYNTYPA);

- KOMMEepYecKas KOMMeTeHUUs (3aLllinTa cBouX rnpae noTpebutens).



Yrpo3bl H)OpMaLMOHHOW
be3onacHocTy

KomnbloTepHbIN BUpYC — BUA BPELOHOCHOIO NporpaMmMHoOro obecnevyeHus,
CNOCOOHOro BHEAPSATLCS B KOA APYrMxX NnporpamMmm, CUCTEMHbIE 0bfacTu
NamsTK, 3arpy304HbIE CEKTOPBI, a TakkKe pacrnpocTpaHATbL CBOW KOMUK MO
pasHoobpa3HbIM KaHaram CBs3u

YepBb - 3TO nporpamma, TPOAAHCKMW KOHb - 3TO
OYeHb MOXO0XasA Ha BUPYC. nporpamma, Kotopas
OH cnocobeH K npeaocTaBnAeT NOCTOPOHHUM
CaMOBOCMPON3BEAEHUIO U [BOCTYN K KOMNbLIOTEPY ANA
MOXEeT NPUBECTU K COBEpLUEHMA KaKnx-nnbo
HeraTUBHbIM AEeUCTBUW Ha MeCTe Ha3Ha4YeHus
nocneacTeuam gnsa Bawen 0e3 npegynpexaeHns camoro

CUCTEeMbl BliagesibLlida KOMMNbOTEPA



3awuTta

nepnmMeTpa
be3onacHoCTy
[porpammHbie — AnnapaTHble — ycureHne
APLSL SOl S BCTPOEHHbIX CUCTEM
arTusupyctoro M0, c .3 Be30nacHoCTy
OpaHamayapos L O60py,EI,OBaHI/IFI
no6aBneH|/|e B CeTb
- ,EI,QI'IOJ'IHI/ITeJ'IbeIX

Cpe,EtCTB o6Hapy>|<eH|/|s| "
OTpaXeHUs aTak
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KnbepbesonacHocTb
ONA aeTen

* HacTpovika JoMallHero
poyTepa

* [IpoKkcK-cepBep 1 3a4eM OH
HYXeH

e OtkntoverHne Wi-Fi no
pacrnmcaHuio

* YepHble/bernble cnncku




Meanamup

cTan HaCTOsMbKO pearsibHbIM, YTO Mbl BOCMPUHMMAEM CTPaHULY YenoBeka, Kak
ero camoro. CMOTpMM Ha 3anucu n genaem BoiBoabl. Ecnu y Bac

OTKPbITbIE» aKKayHTbl B COLMArbHbIX CETAX, TO HY>XHO NOHUMaTb, YTO
NHOPMALINIO B HAX MOXET YBMAETb NM0OOMN Nonb3oBaTerb.
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WHTepHeT-3aBUCUMOCTDb

[Tpn aTomM ocoboe BHMMaHMe criegyet obpaTtnTb Ha TO, YTO MHGOPMaLIMOHHAS
neperpyska npu anutensHOM ncnosb3oBaHnn IHTepHeTa 1, CBA3aHHOE C
9TUM 3MOoUMOHarNbHoe Bo30yxaeHne, obMaH4YMBOE MOBbILLEHNE
paboToCnoCOBHOCTN HEMOCPEACTBEHHO 3a SKPAHOM KOMMbIOTEPA, ONAaCHbI Kak
Ons NCUXMYecKoro, Tak n dmMan4eckoro 30opoBbst MOMOAOro YernoBeka



Yrpo3bl HhOpMaLMOHHOW
Oe3onacHocCTu

OUIWKHT (aHrN.
phishing or fishing
«pbIOHasA nosns,
BblyXXUBaHUe»)

Knbepoynnuur
(aneKTPOHHas
TpaBns, XXeCTOKOCTb
OHMauH)




KnbepoynnuHr -
OYyNnuHr B CETH

*«[lHeBHMK OynnnHra»

«Link crew» (KomaHga cesizeit)
*«CoBeT OTLOBY»
*«No-Blame-Approach»

*Metog ®apcrta (Die Farsta Methode)
*MeTopg «[1paBuna LLKOMbI»

MeTog «CTynenyaToe Koneco» ‘




KnbepOoynnuHr -
OYNnWHr B CETH

* [IpekpaTnTb Hacunue

* YepHbIn crnncok, boknpoBka
aKKayHTOB B COLI.CETAX

* [Ipegasatb crnyyau
KnbepOynnunHra rnacHocTy
 ObpaLyartbes K agMUHUCTPALK

|| PecypcoB ¢ xanobow

 OTcTamBaTb CBOI NUYHYHO

= rpaHuuy



UHdhopmauma n nigpopmaumoHHaa 6e3onacHOCTb
yLIaCTHI/IKOB obpa3oBaTenbHOro npowecca

‘ CambIM NpocTbIM crnocobom obecneyeHns 6e3onacHoCTH AeTel
R, B ceTn /IHTEpHET, NOMIMO BblILLECKA3aHHOIO ABISETCH

' Seliianss BbICTpaVBaHNe JOBEPUTENbHbIX OTHOLLEHWN C
poauTensmu/negaroramu
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B3pocnble AomkHbl 0becneunTtb nepnuMeTp 6e30nacHOCTH:
OU3NYECKUIA, NMOTUYECKIIN, IMOLLMOHANBHO-NICUXONOrMYECKni



MoLLueHHUKN
B AHTepHeTe

ObbACHUTE pebeHKY, YTO
| Henb34a pasrnawaTh B
WIHTepHeTe nHopmaLuto
NINYHOrO XapakTepa: ums,
agpec, TenedoH 1 T.M.




[InacTukoBas KapTa
ona pebeHka
To be or not to be?

He coobuiatb Hukomy MAH-kon
He coobLiaTb HUKOMY M HUKOrda
MHJOpMALMIO C KapTbl

[TpaBuna IHTepHeT-noKynokK
[TnacTukoBas kapTa — Kak
OOMOJTHUTENBHBIA UHCTPYMEHT
MOTVBALIM 1 KOHTPONS pebeHka

BAMBABU




Knbepbe3sonacHoCTb
LONA peten
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KubepbeszonacHoCcTb
ONAa neteu

oOOoGHATe P

Kaspersky Safe Kids

[oTOBO!

KASPERJKY %
b4
A

feoMgun nop 3aLLMTON HA 3TOM
yCTpOUCTBE

UKU U OTHETHI Bbl MOXeETe
prane My Kaspersky B

He pazpeweHo HCNoNb3o
NPANDEEHKE.

. vasdemd 7 o N ! -
; = pey ’
SaKPEITE ’ A S 2 T2 Rk A I

6b1 3abnokupoBaTh gpyrve bpaysepsl, CNpocHTE paspeLseH:
lepenaute Ha My Kaspersky > [letu > l'eopruii >
HacTponka > [porpaMmel. Bkntounte KOHTpoOsb

NoxanoaaTewcA paspalbor

UCNONL30BaHUA NDOIpa



KnbepbesonacHocTb
ONA peten

[TpnyuunTte cebs
3HAKOMUTLCA C
camTamu, KoTopble
rnoceLlarT OETH.




[lone3Hbin UHTEpHET

3HaeTe N Bbl O CyLLECTBOBAHNN PYCCKOA3bIYHOIO bpaysepa «lorynby,
CO3aHHOro cneyuanbHo Ans aeten? 9To nporpamMmmMma-HacTaBHUK,
KoTopasi HanpaBnseT pebeHKa UCKIMIOYNTENBHO HA NO3HaBAaTESbHbIE U
pasBuBatome cantobl VIHTEpHETA, pEKOMEHOOBAHHbIE
npodeccrnoHanbHbIMU AETCKUMW MCUXONoraMmn 1 negaroramm.
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boATbCA MHTEPHETA — TO XKe Camoe, =

YTO OTPULIATb MOJIE3HOCTb 3J1EKTPUYECTBA

~

Pooutenu/negarorn/y4acTHUKY
B3aMMOZENCTBUS — JOSIKHbI B MEPBYIO
ovepenpb



Cnacu6o 3a noHMMaHue! N



